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Noise2Action – The era of manual cyber 
defence is over 
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Ensuring energy security is the foundation of our society and our economy.

Our Critical Infrastructure is the Foundation of Social Stability
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Tens of thousands
of new software vulnerabilities each year. 

Added to this are complex supply chain risks 

and targeted state-sponsored attacks.

But we are facing a deluge of threats that we can no longer cope with
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Alert Fatigue
Existing tools generate a flood of unstructured 

alerts. Security teams are overwhelmed by 

data and lose focus. To-do lists grow longer, 

and priorities must be set.

The result: Critical warnings get lost in the Noise.
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We stem the flood of data through smart automation. The system identifies actual attack vectors and 

the most effective defensive measures.

That’s why we’re changing the strategy: from reactive overload to proactive 

prioritization.
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Autonomous AI agents collaboratively create a dynamic situational overview.
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AI agents collect and analyze open-source intelligence to identify context-specific risks. In collaboration 

with internal agents, the company’s infrastructure and assets are continuously monitored for relevant 

vulnerabilities.

Internal Environment
(Organization-specific structures)

External Environment
(OSINT)
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The patented Noise2Action logic1 connects the dots to identify specific attack 

vectors and derives prioritized countermeasures.

4/13/2026 © Fraunhofer IAOPage 7

▪ Re 1: Patent DE: 10 2018 216 887.3 was developed before the capabilities that AI-agent-based workflows offer today. The combination of these two technologies delivers unprecedented benefits in 
terms of increased efficiency through automation and precision. 

Noise2Action
Identifies the most effective point at which to 

interrupt attack chains. 

Scarce resources are deployed strategically, 

response times are reduced, and resilience is 

enhanced.
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Prototype Preview
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AI agents gather the data; we put it into 

action.OSINT data presented in a 

digestible and actionable format.



4/13/2026 © Fraunhofer IAOPage 9

Let’s work together to make our infrastructure 
more resilient.

»Noise2Action« now in the AHEAD-Phase 1.



Kontakt
—
Dr. Christian Schunck

Team Identity Management

+49 152 28835258

christian.schunck@iao.fraunhofer.de 

https://www.linkedin.com/in/christian-schunck-33051918/ 

Fraunhofer-Institut für Arbeitswirtschaft und Organisation IAO

Nobelstr. 12

70569 Stuttgart

www.iao.fraunhofer.de

4/13/2026 © Fraunhofer IAOSeite 10

mailto:christian.schunck@iao.fraunhofer.de
https://www.linkedin.com/in/christian-schunck-33051918/
https://www.linkedin.com/in/christian-schunck-33051918/
https://www.linkedin.com/in/christian-schunck-33051918/
https://www.linkedin.com/in/christian-schunck-33051918/
https://www.linkedin.com/in/christian-schunck-33051918/
https://www.linkedin.com/in/christian-schunck-33051918/
https://www.linkedin.com/in/christian-schunck-33051918/

	Folie 1
	Folie 2: Our Critical Infrastructure is the Foundation of Social Stability
	Folie 3: But we are facing a deluge of threats that we can no longer cope with
	Folie 4: The result: Critical warnings get lost in the Noise.
	Folie 5: That’s why we’re changing the strategy: from reactive overload to proactive prioritization.
	Folie 6: Autonomous AI agents collaboratively create a dynamic situational overview.
	Folie 7: The patented Noise2Action logic1 connects the dots to identify specific attack vectors and derives prioritized countermeasures.
	Folie 8: Prototype Preview
	Folie 9
	Folie 10

